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issureSerial 7B, 1M H. issureSerial F B N A& W %5 SignerInfo H ¥ issuerAndSerialNumber
FEONAAART . 0% 4 Sk i A2 b, REAS A B 09 30 TESE 5 19 24 200 5 B3R o Berb i A
WA 2B — B A — 30 B E X4 ToL .
11
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6.1.8.3 HMEZEZIEFEM
ZIERPER S5 5 ESS 244 U Jm M A W], F 32 Jm 1t T LATE 2% 22 R IR SHA-T B9 00 R AT, X
ESS % 24 E 45 J& M Y 48 F 2R Rl A T s 1 .
Z @ TE B X 2 AR IR AT (OID, Object Identifier) UHF ¢
id-aa-ets-otherSigCert OBJECT IDENTIFIER :: = { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes9(9)smime(16) id-aa(2) 19 }
ZJ& M (OtherSigningCertificate) FJIE E 45/ ASN. 1 #iiR8 0T .
OtherSigningCertificate :: = SEQUENCE {
certs SEQUENCE OF OtherCertID,
}
OtherCertID ::= SEQUENCE {
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL }
OtherHash ::= CHOICE {
shalHash OtherHashValue, - %5 Bt % —4> SHA-1 (A5 E
otherHash OtherHashAlgAndValue}
OtherHashValue ::= OCTET STRING
OtherHashAlgAndValue ::= SEQUENCE ({
hashAlgorithm AlgorithmIdentifier,
hashValue OtherHashValue }
6.1.9 Hfth@2H B
AHR T 2SR 7R 2 44 BHl (SignedData) b 2540 & — X2 24 M 9 5 1 . X A5 H Al DL R =X
BRI R, T LU i o 2 44 N A BHA AN B B s g il . B2 R g T P AR R IRIE— N B A
BRI, B AR B2 2 AR A TR PP e & . B ORISR B YN A B A B k. &2 R I AR Y
X EARRAF N
id-aa-ets-sigPolicyld OBJECT IDENTIFIER :: = { iso (1) member-body (2) us (840) rsadsi
(113549) pkes(1) pkes9(9)smime(16) id-aa(2) 15 }
HABL AR ASNL 1 i34y
Signature-policy-identifier attribute values have ASN. 1 type SignaturePolicyldentifier.
SignaturePolicyldentifier ::= CHOICE{
SignaturePolicyld SignaturePolicyld,
SignaturePolicylmplied SignaturePolicylmplied}
SignaturePolicyld ::= SEQUENCE {
sigPolicyld SigPolicyld,
sigPolicyHash SigPolicyHash,
sigPolicyQualifiers SEQUENCE SIZE (1.. MAX) OF SigPolicyQualifierInfo
OPTIONAL}
SignaturePolicylmplied 1= NULL
SignaturePolicyImplied Jy NULL ZE#I R B 1, 2 44 W Mg J2 75 % 44 N 25 BUH AL A1 38 Bodis b B XY 45
HAY .
SigPolicyld F Bl & 1 — BB ME— PRI A28 44 SR 10 X RARIRAT  HBE k45 o
SigPolicyld ::= OBJECT IDENTIFIER
SigPolicyHash F Bl & 1 %5 5 1 B9 bR IR A FIG 28 44 SR g ) iR im S 45 1
12
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AR 24 RS2 FHASNL 1 7 SCIY DU JEG % 2 2 Xof JHL 2 05 vl I 2 4703800 288 280 R B 1) 38 4 A 2 12
1B 5 R S5 R T R 28 pR B NI AE SignPolicyHshAlg B 45 i .
AN R 25 4 TR S T A T8 1k S5 A8 i SO, DU T 12 35 4 Y SIS A8 DL R A 1T %) 4% 5 v 8007 A hy 25 44 R
W 118 — &R 4325 4, SO0 48 44 SR FR € £F (signature policy qualifier) #rH
SigPolicyHash .= OtherHashAlgAndValue
25 24 TR R ARARE N7 3 e 4% 2 R W R A 1 LA AR DG AR R R E o 48 24 SR B 4 1 1 SC ST TR A
&5 SigPolicyQualifierld 5= B AT G bR R AT AH G B AY  HaB ke LnF .
SigPolicyQualifierInfo ::= SEQUENCE ({
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFINED BY sigPolicyQualifierld }
AR HE 4t A R E A
a) spuri: {0 F TR M4 KM URIL 2 URL;
b)  spUserNotice: L5 —AN I/ 3801, 25 50 10F 25 44 I 12 380 0 07 4 Bl 7S 45 B k3
SigPolicyQualifierld ::=0OBJECT IDENTIFIER
id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes9(9) smime(16) id-spq(5) 1 }
SPuri ::= IA5String
id-spg-ets-unotice OBJECT IDENTIFIER :: = { iso (1) member-body (2) us (840) rsadsi
(113549) pkes(1) pkes9(9) smime(16) id-spq(5) 2 }
SPUserNotice :: = SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL)
NoticeReference ::= SEQUENCE (¢
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER }
DisplayText .= CHOICE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200)) }
6.1.10 RFC2630 #15| NBIT L B &
BB % 4 JR PE (countersignature attribute) , HIBREEH & LI RFC2630, B &% 4 & e/ H
By B b R % 45 J& 1 (Unsigned Attribute) ,
6.1.11 RFC2634 H5| AW FIEE 1%
RFC2634 5| AR Al 3 J& P4 5 LT & % -
a) BANET|HE M (Signed Content Reference Attribute), %@ — N2 Eiin st 23 5
=, AT LU U B A ] 52 (] S R I AR ROk B0 I — A 2 4 B 0T A HAR 4 44 Bt
o, ZIBENCA S A ENE . HOR RS E LW RFC2634
b) WA FRIEPE (Content Identifier Attribute) . PZAFR IR M4 — D8 & 2 WA BIFR IR, X
PRiR AT AR LS 5 S X i N A AT S L T . 3% M i 18 2 45 0 E L RFC2634 , £ ff
I 328 P I Ry 2% 4 T
o) WHHERJEM (Content Hint Attribute) . WHAHERJEMEN TREWEMNEHRAGEL . W
DL T2 4078 m e & 8 98 24 WA A =0, Y98 24 NS 250 7R 25 Bk J7 B I L 1% 8
PRI AL & TR 2 A B b . B 454 E LI RFC2634,
13
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6.1.12 HfprriEE M
HoAth T 18 A M4 LT T
6.1.12.1 HFIEXBIRIZEE
TEHESE TS O 28 40 7 A Bhad o @ R [a) B Tk R I, 2 20 B AR 1 A8 A A MR . R e Y
WiRJE P (Commitment Type Indication Attribute) ] T AXMEE . ZE N i 2 B,
TRV T N 2 2 40 RS Y — 0 0, B 2 — N E e e Y,
BRHRMHE T —DHANWBIEES . XA RINEEE S S T A IZ R R IA R &2
o RA KNI R A v e i s P 7 B
B MR R RARRAFE SR
id-aa-ets-commitmentType OBJECT IDENTIFIER :: = { iso (1) member-body (2) us (840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 16}
kR TR AR ASNL 1 RE SN
CommitmentTypelndication ::= SEQUENCE /{
commitmentTypeld CommitmentTypeldentifier,
commitmentTypeQualifier SEQUENCE SIZE (1.. MAX) OF CommitmentTypeQualifier
OPTIONAL}
CommitmentTypeldentifier ::= OBJECT IDENTIFIER
CommitmentTypeQualifier :: = SEQUENCE /¢
commitment Typeldentifier CommitmentTypeldentifier,
qualifier ANY DEFINED BY commitmentTypeldentifier }
ABRAELS LR RS

=i

id-cti-ets-proofOfOrigin OBJECT IDENTIFIER :: = { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) cti(6) 1}

id-cti-ets-proofOfReceipt OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) cti(6) 2}

id-cti-ets-proofOfDelivery OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) cti(6) 3}

id-cti-ets-proofOfSender OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) cti(6) 4}

id-cti-ets-proofOf Approval OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) cti(6) 5}

id-cti-ets-proofOfCreation OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi

(113549) pkes(1) pkes-9(9) smime(16) cti(6) 6}
X LR RS LA
1) Proof of origin: & B2 44 F RN H G 4 i AT & % 1T IZIH &
2)  Proof of receipt: R L H AN LR AZNAERHEE ;
3)  Proof of delivery: % BI4& BtiZ K ik 19 7T {5 I 55 #2413 © 240 388 B AL iR 45 1 332 % mT 5 1) /Y
A Hb A7 i
4)  Proof of sender: W H&HEZR A Y SE A & 3% 1 XA H B EAR —E QT TiIZIHED
5) Proof of approval: &% 4 3 N WL H S RN E
6) Proof of creation: FMZZF A T i%IH 8 (HIFA — & N R 8 & % %1 B .
6.1.12.2 EREMERMY
2 44 # 0L B JE 1 (Signer Location) F T 48 0 — A>3 B 2 44 3 r 4b M B A7 8 00 BhiC A% . XA BIc 7%
14



GB/T 25064—2010

W TE 25 44 2 B e 0 1 2 v M S 9576 2 e 41 iR 45 (Public Telegram Service) i F . 12 & MW 95 %5 44
J&
ZRAE R X RAR R R
id-aa-ets-signerlLocation OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 17}
kIR AR ASNL 1 E SUN
SignerLocation ::= SEQUENCE { — T ¥ N &N £/0H —I0 H B
countryName [ 0] DirectoryString OPTIONAL,
localityName [ 1] DirectoryString OPTIONAL,
postalAdddress [ 2] PostalAddress OPTIONAL }
PostalAddress :: = SEQUENCE SIZE(1..6) OF DirectoryString
6.1.12.3 EZERMK
%40 IR (Signer Attributes) T3R8 % 4 5 1Y H AR S, 345 25 44 5 5 FR 1 JR % #0244 4 BiIE
W R M. B RN S A R
ZIRE R X RAR R R
id-aa-ets-signerAttr OBJECT IDENTIFIER :: = { iso (1) member-body (2) us (840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 18}
IR E S I ASNL 1 ik N
SignerAttribute = SEQUENCE OF CHOICE {
claimedAttributes [0] ClaimedAttributes,
certifiedAttributes [ 1] CertifiedAttributes }
ClaimedAttributes ::= SEQUENCE OF Attribute
W, GB/T 16264. 8—2005 H3E X,

CertifiedAttributes .. = AttributeCertificate
6.1.12.4 HNAEBTEE
75 I ] 8 (Content Timestamp) J& P72 9 % 44 N 2575 2 24 T A — A I TR, 122 )@ M 1 R 9% 44
JEE . HXSRFRRFT N
id-aa-ets-contentTimestamp OBJECT IDENTIFIER :: = { iso(1) member-body (2) us (840)
rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 20}
HOBE A5 F B ASN. 1 #5A H .
ContentTimestamp:: = TimeStampToken
TimeStampToken & X W GB/T 20520—2006, TimeStampToken H [ messagelmprint 7B ) {H
R R HL T 25 44 o signedData FHAY encapContentInfo H A eContent =B B N 25 B 2% 1H .
6.1.13 MNEEZMIZHF
X222 24 M SRS LA Tk
a) ML 207 ML 44 LI X R 2 44 A T — > SignerInfo S, £ SignerInfo #B
7 AL A5 A AR o R E B IR R M . 4 44 Bk N X A SignerInfo B FLMUEGIE
b)) WAZ A X7 AL A ] A Il Ok & 4 1 8K E & 44 )8 PE (counter-signature unsigned
attribute) SEHL, R HKE 45 22 &5 R HR N RAE 25 44 45 R 1) SignerInfo A — NS & 4 B M
(Countersignature) {1,
6.2 IIFEIEENX
6.2.1 &3l
A GHE T HL A2 2 0 I TR A X A I ) ORI 58 A 00 e R I ) RN T T AR A R
56 42 B0 UEBCHE £ 75 28 44 (8 A I 8] 38 T #2844 58 4 9 TE Y BT AT IE 15 AR 15 2. .
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AR SR B RE B TR B B R AR 20 B T R ES-C Y A TR L T R e ) R A 56 s AR 5
FHCES £ B 51T TR B L S RE ES-Co 97 R B e K080 0 5% 56 4= 96 UE K Al 178 ES-C A iy B A
UEA RO A5 B A SEBRAA . 47 i e [ 384 20 Tk 250 90, 5 B[] 38 i )™ Jo Wsf ] 88K, A0 T AE ES-C iy Jor
A UE A FIHCE 15 B 1 T2 PR

A ZRIERE T VAR B UE B A B A 2 IR I TR R A0 58 2 IR AU GE B AMRUEE R YR
I T 88K L 28 44 FH P 5040 AR I A X 6 K0 40 1 DR RS Ik TR, 5 RS Ik TR 8K P AR — K 8] 48 s o8 i L 7R
25 4 R () 380 5800 55 AR B DA 4 A Ak

AR SN A2 SO i A S A R AR A 4
6.2.2 BFEXRMNEE

— AN 244 AT LA [ 1) i) ) B AG) 45 3 224> W - 28 44 I TR0 ] . DA B9 AR IR AR L T
2% 4 W B BRI 1

id-aa-signatureTimeStampToken OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 14}

2% 24 I [E) R PEME Y ASNL 1 i s

SignatureTimeStampToken .= TimeStampToken

TimeStampToken H' Y messagelmprint 38 4% {8 N 4 F F X} signedData 3 47 B [8] 8 i) SignerInfo
R 25 2 SRR A R R (L
6.2.3 EEWIEHE
6.2.3.1 ZEEWIEHEFEANR

56 42 0 UE KA S5 /0 7 A0 455 25 44 I [) BIUm M: L 58 kB o L 58 R 51
6.2.3.2 ZELIERSIAREM

SRR T CAIERR 2%, XEIEBHH TRIE ESC, — M7 Rl —1 5%
UEB IS, LU B RARIRAFAR IR T 58 B 51 & 1

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 21}

SEAUE G PR A ASN. 1 15IE N .

CompleteCertificateRefs :: = SEQUENCE OF OtherCertID

H A OtherCertID Hr i B 31 IssuerSerial, certHash B 53F 35 5| F (19 2% 125 (B UL .
6.2.3.3 ZEE=HESIABK

SEa A S HGIH T CRL 8 OCSP Wi i (9 4= 4 , X £8 CRL 5 OCSP Wi i # i F $23iF ES-C (il
M AFEM CAIES ., — PT84 HUA — D2 s 0. DT B R RFFAR IR T 58
SRS S | R A

id-aa-ets-revocationRefs OBJECT IDENTIFIER ::= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 22}

e 51 B P R ASN. 1 1 .

CompleteRevocationRefs ::= SEQUENCE OF CrlOcspRef

CrlOcspRef ::= SEQUENCE {

erlids [0] CRLListID OPTIONAL,
ocspids [1] OcspListID OPTIONAL,
otherRev [ 2] OtherRevRefs OPTIONAL}

CompleteRevocationRefs Wl % 25 4 i 4 A — 4~ CrlOcspRef, CompleteCertificateRefs J& 1
A~ OtherCertID i CrlOcspRef, X 28 CrlOcspRef W 5401 OtherCertID T 4R — 3L,

CRLListID ::= SEQUENCE {

16



GB/T 25064—2010

crls SEQUENCE OF CrlValidatedID}

CrlValidatedID ::= SEQUENCE {

crlHash OtherHash,

crlldentifier Crlldentifier OPTIONAL}
Crlldentifier ::= SEQUENCE ¢

crlissuer Name,

crllssuedTime UTCTime,

crINumber INTEGER OPTIONAL)
OcspListID ::= SEQUENCE {

ocspResponses SEQUENCE OF OcspResponsesID}
OcspResponsesID ::= SEQUENCE ({

ocspldentifier Ocspldentifier,

ocspRepHash OtherHash OPTIONAL}
Ocspldentifier :: = SEQUENCE ¢

ocspResponderID ResponderID,

producedAt Generalized Time}
BI#E crlValidatedID B, 7643 9 % 4 1) 58 4 19 DER 4ifi3 ) CRL [ crlHash #3151 . BRIk CRL

] LN F A (S B P HEWT Y, erlldentifier — & FPEE B, crlldentifier A0 & # 4 5% CRL 4 k& Bt [|] 3

PRIl

CRL, Hr CRL M %& W} [ %F 1 % CRL w89 “ thisUpdate” Bf 8], 445319 CRL J& 14 & CRL K,

crlListID B 3% CRL 45 195 LR (58 4= 9 B 1) 3%

Xof i

Ocspldentifier F % # 44 51 OCSP M o 4 & B 8] S A 42 OCSP Wi Ji , Hodr OCSP i Ji 45 % B[]
# OCSP mi [ i) “produced At” i ] . ¢ F 7 BE 5 2278 [F] — B> 4 X0 20 /) 95 A AS R 1) OCSP

Wi 17 OcspResponsesTD H {4 Wi 1 2% 22 (6 45 ] T i X MR I8 .

6.2.
6. 2.

.

6.2.

OtherRevRefs :: = SEQUENCE ({
otherRevRefType OtherRevRefType,
otherRevRefs ANY DEFINED BY otherRevRefType}
OtherRevRefType ::= OBJECT IDENTIFIER
HABARCE 51 T8k AR EATE A LR A
4 Y REIEHE
4.1 iEHEREME
IEBEREESAZSIERSI RSP HRIERE, — BT84 20 LA — D UE B (E R 5
PR B AR IRAT bR R T U (R s 1
id-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 23}
UEP R P A ASN. 1 35TE R
CertificateValues ::= SEQUENCE OF Certificate
4.2 WHERHE
HWE B S A 2R a s HEM 5 CRL A1 OCSP H. — W &4 Har LIA — 4l

R AESE B, LUT B AR IRAT R IR T U () 1 -

id-aa-ets-revocationValues OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 24}
S (H R PEE Y ASNL 1 LN .
RevocationValues .= SEQUENCE {
17
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crlVals [0] SEQUENCE OF CertificateList OPTIONAL,
ocspVals [1] SEQUENCE OF BasicOCSPResponse OPTIONAL,
otherRevVals [2] OtherRevVals }
OtherRevVals :: = SEQUENCE {
otherRevValType OtherRevValType,
otherRevVals ANY DEFINED BY OtherRevValType}
OtherRevValType ::= OBJECT IDENTIFIER
H A CertificateList 7£ GB/T 20518—2006 H € X , BasicOCSPResponse & W, GB/T 19713—2005
T sE L.
6.2.4.3 ES-CHEBEM
ES-C I} [8] #8772 H 25 44 R ¢ 42 S0 R 500 70 2% 3 (B0 9 I E) . — > Fie 728 44 T DL DAAS [ A9 I
] LA 15 3] 24> ES-C W [RIEE ML, LUR X AR IRAF PRI T ES-C I [a] 808 1
id-aa-ets-escTimeStamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 25}
ES-C i} [a) 88 PR 1) ASN. 1 HHiER -
ESCTimeStampToken ::= TimeStampToken
TimeStampToken 1 messagelmprint 3 A9(E N A H BLAE ES-C H i) LR B X5 42 00 2 #2408 10 2%
HAE
a) SignerInfo #1145 2 1, ;
b) 44 I AL E P
o SRR HIEE
& SEeRE I s,
6.2.4.4 REBIEEM CRL BMH
P ) B 5 A1 CRL & PR AH G431 OCSP Wiy i / CRL {9 — N3 3% XA FI R 1 i 1] 8k f
1 CA %4, LUF B QAR IRAT AR IR T I ] BUE 5 Al CRL J@ 1 -
id-aa-ets-certCRLTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 26}
] ) BUE 5 A CRL R PEME R ASN. 1K
TimestampedCertsCRLs .= TimeStampToken
TimeStampToken Y messagelmprint 3 FI{E N A H BLAE ES-C A DL 088 X 42 10 3% 32 (8 i) 2%
B1H -
a)  SERUERTIHEE;
b)  SEARE T HE Y.
6.2.5 VAIIELE
U BN AR I ) Y H 2 44 L T RE 2 R O SRR A0 55 A B TSA E A5 /Y A RO BR 1, T & 4
4 B 1) 38 T R 2 28 A5 5 By, 3 IS 2 22 YR H T HL A 44 TR IR D B . U RS o ) 8 T A ke sk A ) A 5[]
AT LA — g SR s SN
VA AL I ) B85 P S FH P Bl R A - 2 44 1 I TR, — S H 128 44 AT LA MAAS [a] B4 s [ AL A4 it
S B[] ) 3 40 A5 1) 22 A4S VRS I ) 88 P S0 . DA B9 RARTRAT AR TR 1 0k 25 U RS e () 3808 17k
id-aa-ets-archiveTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 27}
VAR o 1) 38 PE A A ASNL 1 ik
ArchiveTimeStampToken ::= TimeStampToken
18
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TimeStampToken H1 Y messagelmprint 31 {E N 5 BLAE B 725 4 H ) DL B0 X 200 % #E

M A% B -
a) encapContentInfo eContent OCTET STRING;
b) signedAttributes;
c) signature field within SignerInfo;
d) SignatureTimeStampToken attribute;
e) CompleteCertificateRefs attribute;
f) CompleteRevocationData attribute;
g) CertificateValues attribute (QIRALELE X M7 BN %A 5 7E ES-A 1) ;
h) RevocationValues attribute (U1 ANTEFE . X ME B LN Z 6 &7 ES-A H);
1) ESCTimeStampToken attribute if present;
70 TimestampedCertsCRLs attribute if present;
k) any previous ArchiveTimeStampToken attributes,
R o T 1 32 L 3 3 R 1 8 4% 0 8 Bk R B ) I T 3800 T B R Y Bk (ERUE K 3 B K
),
6.3 EHEKMEEXK
XT840 R AR T K
a)  ZE A MV R 4% R A5 44 TR T 1 v 2 ) 2 4 SR O 7 AR NG IE 4 4%
by G A A A% SRS Ll T R R AT AR I 5
o) NEA AR A 44 TR 1) SR U T
) XA G AR A A E R SR AR XL O ELZos A ME— A R R 2 1
o) X THE I H 8RS &L R A - MEH SRR B m e R AR

JO7 1) 8 I B B Ak 2 E SRAN R L B IR A O AG A I A R Y IE W

26 40 AW Ul ] 32 BEAL A O T % SR WS B — SR AR R 0 UE 2 SR s B L DU DL B G A 1 28 44 B A S

=K

H o o

6.3.1

ASN. 1 B {k &4y

AbRUEL Y ASNL 1 B EZ A (] DER 4 4% 2.
S5 A4 HEME () ASNL 1 IB L Z5 R N R
SignaturePolicy ::= SEQUENCE {

signPolicyHashAlg AlgorithmIdentifier,
signPolicylnfo SignPolicylnfo,
signPolicyHash SignPolicyHash OPTIONAL }

SignPolicyHash ::= OCTET STRING
SignPolicylnfo ::= SEQUENCE {

signPolicyldentifier SignPolicyld,

dateOfIssue GeneralizedTime,

policylssuerName PolicylssuerName,
fieldOfApplication FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL}

SignPolicyld ::= OBJECT IDENTIFIER;
PolicylssuerName B {#i F§ General Name fJ5 RAR IR IR WA & &, ASN. 1 F X WTF .

PolicylssuerName ::= GeneralNames;

19
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fieldof Application 5 Bt fifi 1A 12 54 W A J B2 7 T 40048, ASNL 1 5 LR
FieldOfApplication ::= DirectoryString;

6.3.2 ZRZWIERRE

Xt L4245, 25 44 5 E 5K s (Signature Validation Poliey) #LiE T HL T 45 44 A i A& 19 B4 5050 5 %

TR KL 24 WU RIS HLE T RS 25 40 SR Y ZOR L B 128 44 P AT MRS SO BT A A R RE SR

R i
25 42 6 E R A TR R 5 E AR

SignatureValidationPolicy ::= SEQUENCE {

signingPeriod SigningPeriod,

commonRules CommonRules,

commitmentRules CommitmentRules,
signPolExtensions SignPolExtensions OPTIONAL}

Horr signingPeriod T B T 45 % % 44 3R WA RUW B9 A2 i B BIRIES (8], 55 Ah iz Bod A — A il ik
WA F 4 W28 24K EAE SO L HE M E, BB L a5 .
SigningPeriod :: = SEQUENCE {

notBefore Generalized Time,

notAfter GeneralizedTime OPTIONAL }

6.3.3 BEAHN

18 FHHL (Common Rules) & XT T A 1 & 35 35 8 (commitment types) #33E FH BB, F ASN. 1
WA E LT

CommonRules :: = SEQUENCE {

6.3.

20

signerAndVeriferRules [ 0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [ 4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [ 5] SignPolExtensions OPTIONAL}

R EANF B CommonRules W H B, I AH R 1) 5 B 6 £ CommitmentRules HH HL, AR T
G HAF B fE CommonRules H1 %A H B, W 7E A CommitmentRule HERR 25 H .

a)
b)
c)
4

signerAndVerifierRules;

signingCertTrustCondition;

timeStampTrustCondition,
AE R

AL (Commitment Rules) HAL 8 1% 25 2 & 75 8 AL A Ja ik LU, e ASNL 1 LA F
CommitmentRules ::= SEQUENCE OF CommitmentRule

CommitmentRule A9 LT .

CommitmentRule ::= SEQUENCE ({

selCommitmentTypes SelectedCommitmentTypes,
signerAndVeriferRules [ 0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [ 1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL,
attributeTrustCondition [ 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [ 4] AlgorithmConstraintSet OPTIONAL,
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signPolExtensions [ 5] SignPolExtensions OPTIONAL}

SelectedCommitmentTypes ::= SEQUENCE OF CHOICE /{
empty NULL,
recognizedCommitmentType CommitmentType }

TR SelectedCommitment Types I IEPE ) /& empty, WIZFL & F T I%F 18 € R IE IS 015 0
(RP7R A2 RE S B IE XN B E) . &, Bl SelectedCommitmentTypes 1% £5 Y J& recognized-
CommitmentType, WiZ LN & F T recognizedCommitment Type #45 H ARG IS, — FhoK i 28
TR, 2 2 A7 — A KRN 7RISR ASNL 1 5 R S5 # E SCanR -

CommitmentType ::= SEQUENCE {

identifier CommitmentTypeldentifier,
fieldOfApplication [0] FieldOf Application OPTIONAL,
semantics [ 1] DirectoryString OPTIONAL }

H i fieldOf Application Bt Fll semantics B i L T 1% A i 28 AU 75 25 44 TR WS H1L A2 AY 8L Y W FH 40
Brb oy B R
6.3.5 Z&E MR
6.3.5.1 &5

B 38 G IE & W (Singer and Verifier Rules) & T —/N25 4 & 0 W) A — A4~ 56 3F B0 0], H
ASN. 1 ik 45 SLUnF

SignerAndVerifierRules ::= SEQUENCE {

signerRules SignerRules,
verifierRules VerifierRules }
6.3.5.2 ZEZEMN

AW THRR

a) eContent FBEAR N AT, DL & 2l 2 75 52 %) CMS 2544 US4 5508 1) 2= 3 (M 25 22 45 4

b) AR XA 4 R A 4 AR (LAY CMS B8 4 1

o) MRIFILE LRI 2 H WA CMS R &2 81

d) 7 SigningCertificate J& P, J& 75 i B A2 % MIAE 1% 42 245 AL 4 410 (trust point) B T A IE 45

AR RAT 5
e) 1E SignedData HY certificates B H, AN A0 % % 44 & BOIIE 538 2 5 2 MOAIE 42 3 45 4T
B Y BT A IR
B H N ASN. 1 LG5 LT
SignerRules ::= SEQUENCE {
externalSignedData BOOLEAN OPTIONAL,
N R A 4 R CMS 254 LLAM Y, T B
LR A5 A B R CMLS 25 rp A — 35 4 T A
QSR R AV U BAS
mandatedSignedAttr CMSAttrs,
mandatedUnsignedAttr CMSAttrs,
mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly,
mandatedCertificateInfo [ 1] CertInfoReq DEFAULT none,
signPolExtensions [ 2] SignPolExtensions OPTIONAL}
CMSAttrs .. = SEQUENCE OF OBJECT IDENTIFIER
Hrb, mandatedSigned Attr 7 By AL 45 FIr A AR ML E 1Y LL R 32 5K W KL 5E 10 Bl 45 44 i 1k 7 0
21
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LA RAF . mandatedUnsigned Attr 57 B2 R A0 35 Fr A8 A A Ui 80 %2 B9 DL ORI AL E B R B S 2 )R
PRI X R AR RAT

mandatedCertificateRel H] T W J& 4 44 3 A A5 2§21 25 44 35 (9 0F 15 38 J2 77 238 e B i 42 B
FrAUEdS . H ASN. 1 B L 450 E LR .

CertRefReq ::= ENUMERATED ({

signerOnly (1), —(UFFERMZE L HIES
fullPath (2)} —— BUREANIE B AR LT RS

mandatedCertificateInfo Bt F F Ui B 7E SignedData B certificates F B, AU 77 B0 & &
2 B UEAS 38 2 75 2 VGIE B8 42 B E AT A A PR AT IE B 2 & 4 E IEHS . H ASNL 1 iR 454 & X
LU
CertlnfoReq ::= ENUMERATED ({

none (0), — & A o R
signerOnly (1), — L ZR &2 HEH
fullPath (2)}  —ZERUEB AR LT A IES

6.3.5.3 IGiEE MM
5 IE 2 R0 T 0 AR AU L 25 44 HR A ) CMS R4 8 % DA S I SR 25 44 35 W 45 5 IE
B EANFTE R A B . W UEE A ASN. 1 IB RS E AN .
VerifierRules :: = SEQUENCE {
mandatedUnsignedAttr MandatedUnsignedAttr,
signPolExtensions SignPolExtensions OPTIONAL}
MandatedUnsignedAttr .= CMSAttrs
6.3.6 IEPREHEEK
6.3.6.1 iEBEX
certificateTrustTrees 25 th | —2H F 28R UL, 5 1T 48 A0 A X 28 [ 28 24 0E 457 D ik 5 (i 42 Ak LAY
AR . HOASNL 1 RS R E A
CertificateTrustTrees :: = SEQUENCE OF CertificateTrustPoint
CertificateTrustPoint ::= SEQUENCE ({
trustpoint Certificate, — A& AT
pathLenConstraint [ 0] PathLenConstraint OPTIONAL,
acceptablePolicySet [ 1] AcceptablePolicySet OPTIONAL, — iz FEBA M E R
A R
nameConstraints [ 2] NameConstraints OPTIONAL,
policyConstraints [ 3] PolicyConstraints OPTIONAL }
trustPoint 7 Bt H 45 H 78 TIE 5 B A2 A B VR A R AT 46 1 CA AZZIET
pathLenConstraint 5Bt 25 H MG AL A ST 18 AOIE 15 B8 42 b CA TE 5 i e K3k . IZE A 0T ik
5 %A% v A A AT B SOUE 15 RN 2 SR TE A . A SR T B B A AN T & IR BOR
B, DU 5 B AR 0 B R BR 1
pathLenConstraint ::= INTEGER (0.. MAX)
acceptablePolicySet =Bt 45 th 1 L4612 % 44 SR W BT A W] #5632 RO UE 15 SR Mg . He ASNL 1 i ik 4544 i€
Xar .
AcceptablePolicySet ::= SEQUENCE OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER
nameConstraints 5 B4t T UE AR BT A IE 1 £ S RVF A F 21, X4 5 19 2R E T
22
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subject distinguished name F1 subject alternative name, X 28RR$| 23K 045 25 00 24 F FH AR i
B2 TR, H ASN. 1 ik g5i e LT .
NameConstraints «: = SEQUENCE (¢
permittedSubtrees [ 0] GeneralSubtrees OPTIONAL,
excludedSubtrees [ 1] GeneralSubtrees OPTIONAL }
GeneralSubtrees ::= SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {
base GeneralName,
minimum [ 0] BaseDistance DEFAULT 0,
maximum [ 1] BaseDistance OPTIONAL }
BaseDistance .. = INTEGER (0.. MAX)
PolicyConstraints i) ASN. 1 15 45H @ LR .
PolicyConstraints ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL }
SkipCerts .. = INTEGER (0.. MAX)
42 inhibitPolicyMapping 7 BeA7 78 o W32 B HH T 3 75 15 5 W% Ik 55 A8 5 A2 7 AT UE 43 3 42 H At e
B BE RS R A S ZAIER) .
A requireExplicitPolicy & Bt A7 16, Ja £ 09 iF 5 0 N & v 4% %2 R & fr 31 £
requireExplicitPolicy FBEWE T R m7E 75 2 B 2R WS IE 6 i 2 vh HAIE B g g E .
6.3.6.2 HIHEEKX
RevocRequirements F B & X T X CRL Fil /5% OCSP W i i B A H A5 1) B 56 3E 3 45 4% 25 1 4t
M5 BB B /NEESR . D ASNL 1 ik g5 R SLAnF
CertRevReq ::= SEQUENCE {
endCertRevReq RevReq,
caCerts [0] RevReq}
UEB U 2OR A& LT NA
endCertRevReq: A3k 45 (2 4 UE 45 L J& PEUEF AT TSA GEA) 5
caCerts: CA JIEH;
RevReq ::= SEQUENCE {
enuRevReq EnuRevReq,
exRevReq SignPolExtensions OPTIONAL}
EnuRevReq ::= ENUMERATED /¢
clrCheck (0),
ocspCheck (1),
bothCheck (2),
eitherCheck (3),
noCheck (4),
other (5) }
AN BEORE LT LAR N4
a) clrCheck: NAR#E Y HIAY CRL 8 ARL #1745 % ;
b)  ocspCheck: W i [l OCSP (I, RFC2450) # A8 55 IR 45 5
) bothCheck: i [/l i ft OCSP #l CRL #i 4 5
23
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d)  eitherCheck: BE AT LU OCSP L o] LU CRL £ 4 5
e) noCheck: NERKZ,
6.3.7 BRZIEHEEEH
22N B E T &1 (SigningCert TrustCondition) #LE T ¥ 91F 25 4 UE 45 i Ab ¥ 5IE - #8428 i 15 1T 4%
o o ASN. T IR IR S E AT -
SigningCertTrustCondition ::= SEQUENCE {
signerTrustTrees CertificateTrustTrees,
signerRevReq CertRevReq}
6.3.8 HMEIBEEEG
At 18] 15 1T 25 2F (TimeStampCondition) ¥ 58 T F F U UE B (6] 8 AL A A8 B 52 M B 56 31E IE 45 #% 42 1)
R AL A 1F DL R X i () AL A9 42 S BR ) . ok Se A5 AT A5 PR RN BR ) 1 T ES-T 25 44 vh i i ) 8L
TimestampTrustCondition = SEQUENCE {
ttsCertificate Trust Trees [ 0] Certificate TrustTrees OPTIONAL,
ttsRevReq [1] CertRevReq OPTIONAL,
ttsNameConstraints [ 2 ] NameConstraints OPTIONAL,
cautionPeriod [ 3] DeltaTime OPTIONAL,
signatureTimestampDelay [4 ] DeltaTime OPTIONAL }
DeltaTime ::= SEQUENCE {
deltaSeconds INTEGER,
deltaMinutes INTEGER,
deltaHours INTEGER,
deltaDays INTEGER }
IR ttsCertificate Trust Trees ANAFEFE M certificate TrustCondition H A € A HE I & A F DA E B (8]
B I 2241
tstrRevReq BL7E T X N CRL #1/8 OCSP i iz i &, b 3R A% 09 085 15 B A9 fe /D 2R, X SU R
BT HAE ES-T vh i (] B AU IR
A ttsNameConstraints ¥ H 3, W R T ttsCertificate Trust Trees LA AN XF T Bt [a] 8% AL 48 7% A HoAth
1 44 “F R A
CautionPeriod F Bt HLE 1 — 1> 2 44 W] 8] 22 J5 08 14 1 I (] BB, 3 A B[] B 1 28 44 3 1 B Lk 3o 2%
BN AR AR T B S AT 1T ELTE % (] B A AT A R G 4 RS AR N R . ES-C 244 Hh iy A
BIRASAF 2 7 VE T N [R] B S A RE BB WA T T 4 ik e 1 2 44 1R
signatureTimestampDelay 7 Bt #l 2 T — > MBI 25 2 B Q) gt ES-T H %) B 1] 85 1) d5c KAt [R] 2%
mAR % L e HBE % A6 JE M (signing-time  attribute) ™ B [\ By B [\ 2 K T
signature TimestampDelay , 1% 25 2 #% \ 5 JCR .
6.3.9 BHEEEEH
42k attribute TrustConditions 5 BEBCA B, WU 7E AT AA] 46 31E 5 W& N AE AT I UE 1) J 1 8 AS LA Ry
B, T B ASN. 1 iS5 E XINF .
AttributeTrustCondition :: = SEQUENCE {
attributeMandated BOOLEAN, — @ P i B
howCertAttribute HowCertAttribute,
attrCertificate TrustTrees [ 0] Certificate TrustTrees OPTIONAL,
attrRevReq [ 1] CertRevReq OPTIONAL,
attributeConstraints [ 2] AttributeConstraints OPTIONAL }
24
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2R attributeMandated 24 F., W 11 3% 26 S5 A1 DA TR B9 Ja8 P 7 5 B L 40 2R SR i, D) SR A T M 1 1
GEAEE
howCertAttribute Bt MLE T A TAIE Y & P2 th 25 44 5 A7 L 38 J2 18 & MUk 5 rh A e 50 il 1]
6. 1. 12 A X H IR MEE X
HowCertAttribute :: = ENUMERATED {
claimedAttribute (0),
certified Attribtes (1),
either (2) }
attrCertificate TrustTrees FBEiE T XF BF AT J& P iE A5 (930 A5 8% 42 45 140 0 SR 3% 5 BN A7 76, I
H certificate TrustCondition H A9 RLI ,
attrRevReq MLE M CRL F1/5¢ OCSP i i 1 2, H 4% 2 #9480 15 8 10 e /NEESK  X Se 5K T 46
£ B PR UE 5 B OB RS
2R attributeConstraints BN TR TR 12 5K W F X J& MEBCA AR AT BR . 325 Bt ASN. 1 3& X
LU
AttributeConstraints +: = SEQUENCE ¢
attribute TypeConstarints [ 0] AttributeTypeConstraints OPTIONAL,
attributeValueConstarints [ 1] AttributeValueConstraints OPTIONAL }
MR BAFAE X BOWE TEZORIE T Ak m M n 28l
AttributeTypeConstraints .. = SEQUENCE OF AttributeType
WA attributeValueConstraints B AR TE  WIZ B8 TR IZOR I T~ A1k 0 B R 1H.
AttributeValueConstraints :: = SEQUENCE OF AttributeTypeAndValue
6.3.10 HEiEMRH
2R AlgorithmConstraints 5B AFTE WS- B 45 3 T LU T 45 5 T 19 28 44 5300k DA M e /MK BE
TR T B B DU 3 BH 2 SR s A AT AT B
AlgorithmConstraintSet .. = SEQUENCE {
signerAlgorithmConstraints [0] AlgorithmConstraints OPTIONAL,
eeCertAlgorithmConstraints [ 1] AlgorithmConstraints OPTIONAL,
caCertAlgorithmConstraints [ 2] AlgorithmConstraints OPTIONAL,
aaCertAlgorithmConstraints [ 3] AlgorithmConstraints OPTIONAL,
tsaCertAlgorithmConstraints [ 4] AlgorithmConstraints OPTIONAL}
AlgorithmConstraints :: = SEQUENCE OF AlgAndLength
AlgAndLength :: = SEQUENCE {
alglD OBJECT IDENTIFIER,
minKeyLength INTEGER OPTIONAL,
other SignPolExtensions OPTIONAL}
6.3.11 HBRZKRMY R
T A HE Y N S TT LA A I 2 44 R R
a)  RMASE 2 R S
b) 2 BRSNS 5
o) HIHLI
) IR
e) A FEMM
D IUEE H
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g) B K
h) B R
X LEY R N ASNL 1R E S IF AR R0 QAR AT ASNL 1 iR A E SLINTT
SignPolExtensions :: = SEQUENCE OF SignPolExtn
SignPolExtn ::= SEQUENCE ({
extnlD OBJECT IDENTIFIER,
extnValue OCTET STRING }
extnID B WAL & %Y R T 2 AR IRAT . ExtnValue FEB NV AL & XT %Y A DER 4wih, X e
B R SO A 458 L T 5 ) LA RORE g A i S

26
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Mt X A
(RSB BT )
EFZE2BRANMFKIEEIZE—(ASN. DERTR

ARG AT S GB/T16262. 12006 BLE I L F 25 & 46 0 ASN. 1 KR,

ETS-ElectronicSignatureFormats-97Syntax { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-mod(0) 6}

DEFINITIONS EXPLICIT TAGS ::=

BEGIN

-- EXPORTS All -

IMPORTS

-- Crypographic Message Syntax (CMS): RFC 2630
Contentlnfo, ContentType, id-data, id-signedData, SignedData,
EncapsulatedContentInfo, SignerInfo,
id-contentType, id-messageDigest, MessageDigest, id-signingTime, SigningTime,
id-countersignature, Countersignature
FROM CryptographicMessageSyntax
{iso(1)member-body(2)us(840) rsadsi(113549) pkes(1)pkes-9(9)smime(16)modules(0)cms(1) |

-- ESS Defined attributes: RFC 2634 (Enhanced Security Services for S/MIME)
id-aa-signingCertificate, SigningCertificate, IssuerSerial,
id-aa-contentReference, ContentReference, id-aa-contentldentifier, Contentldentifier
FROM ExtendedSecurityServices
{ iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-9(9) smime(16) modules(0) ess(2) }

-- Internet X. 509 Public Key Infrastructure - Certificate and CRL Profile;: RFC 2459
Certificate, Algorithmldentifier, CertificateList, Name, GeneralNames, GeneralName,
DirectoryString, Attribute, AttributeTypeAndValue, AttributeType, AttributeValue,
PolicyInformation

FROM PKIX1Explicit93
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-pkixl-explicit-88(1) }

-- X.509 '97 Authentication Framework
AttributeCertificate
FROM AuthenticationFramework

{joint-iso-ccitt ds(5) module(1) authenticationFramework(7) 3}

-- OCSP 2560
27
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BasicOCSPResponse, ResponderID
FROM OCSP
-- { OID not assigned }

-- Time Stamp Protocol Internet Draft
TimeStampToken

FROM TSP
-- { OID not assigned }

H

-- S/MIME Object Identifier arcs used in the present document

-- S/MIME OID arc used in the present document
-~ id-smime OBJECT IDENTIFIER ::= { iso(1) member-body(2)
-- us(840) rsadsi(113549) pkes(1) pkes-9(9) 16 }

-- S/MIME Arcs

--id-mod OBJECT IDENTIFIER ::= { id-smime 0 }
-- modules

-—id-ct OBJECT IDENTIFIER ::= { id-smime 1 }
-- content types

--id-aa OBJECT IDENTIFIER ::= { id-smime 2 }
-- attributes

--1id-spq OBJECT IDENTIFIER ::= { id-smime 5 }
-- signature policy qualifier

-—id-cti OBJECT IDENTIFIER ::= { id-smime 6 }

-- commitment type identifier

-- Definitions of Object Identifier arcs used in the present document

-- The allocation of OIDs to specific objects are given below with the associated
-- ASN. 1 syntax definition
-= OID used referencing electronic signature mechanisms based on the present document
-- for use with the IDUP API (see annex D)
id-etsi-es-IDUP-Mechanism-vl OBJECT IDENTIFIER ::=
{ 1tu-t(0) identified-organization(4) etsi(0)
electronic-signature-standard (1733) partl (1) idupMechanism (4) etsiESv1(1) }

-- CMS Attributes Defined in the present document

-- Mandatory Electronic Signature Attributes
-- OtherSigningCertificate
28
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id-aa-ets-otherSigCert OBJECT IDENTIFIER ::= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-aa(2) 19 )

OtherSigningCertificate ::= SEQUENCE {
certs SEQUENCE OF OtherCertID,
policies SEQUENCE OF Policylnformation OPTIONAL
-~ NOT USED IN THE PRESENT DOCUMENT
}
OtherCertID ::= SEQUENCE {
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL }
OtherHash ::= CHOICE {
shalHash OtherHashValue, -- This contains a SHA-1 hash
otherHash OtherHashAlgAndValue}
OtherHashValue ::= OCTET STRING
OtherHashAlgAndValue ::= SEQUENCE ({
hashAlgorithm AlgorithmIdentifier,
hashValue OtherHashValue }

-- Signature Policy Identifier
id-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-aa(2) 15 }
"SignaturePolicy CHOICE {
SignaturePolicyld SignaturePolicyld,
SignaturePolicylmplied SignaturePolicylmplied
}
SignaturePolicyld ::= SEQUENCE {
sigPolicyld SigPolicyld,
sigPolicyHash SigPolicyHash,
sigPolicyQualifiers SEQUENCE SIZE (1.. MAX) OF SigPolicyQualifierInfo OPTIONAL
}
SignaturePolicylmplied 1= NULL
SigPolicyld ::= OBJECT IDENTIFIER
SigPolicyHash .= OtherHashAlgAndValue
SigPolicyQualifierInfo ! = SEQUENCE ({
sigPolicyQualifierld SIG-POLICY-QUALIFIER. &.id
({SupportedSigPolicyQualifiers}) ,
qualifier SIG-POLICY-QUALIFIER. & Qualifier
({SupportedSigPolicyQualifiers}
{@sigPolicyQualifierld} ) OPTIONAL }
SupportedSigPolicyQualifiers SIG-POLICY-QUALIFIER ::= { noticeToUser | pointerToSigPolSpec }
29
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SIG-POLICY-QUALIFIER ::= CLASS {
&.id OBJECT IDENTIFIER UNIQUE,
&.Qualifier OPTIONAL }
WITH SYNTAX {
SIG-POLICY-QUALIFIER-ID &.id
[SIG-QUALIFIER-TYPE &.Qualifier] }
noticeToUser SIG-POLICY-QUALIFIER ::= {
SIG-POLICY-QUALIFIER-ID id-sqt-unotice SIG-QUALIFIER-TYPE SPUserNotice }
pointerToSigPolSpec SIG-POLICY-QUALIFIER ::= {
SIG-POLICY-QUALIFIER-ID id-sqt-uri SIG-QUALIFIER-TYPE SPuri }
id-spg-ets-uri OBJECT IDENTIFIER ::= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-spq(5) 1 }
SPuri ::= IA5String
id-spg-ets-unotice OBJECT IDENTIFIER = { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-spq(5) 2 }
SPUserNotice :: = SEQUENCE {
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL)
NoticeReference ::= SEQUENCE (¢
organization DisplayText,
noticeNumbers SEQUENCE OF INTEGER }
DisplayText ::= CHOICE {
visibleString VisibleString (SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200)) }

-- Optional Electronic Signature Attributes
-- Commitment Type
id-aa-ets-commitmentType OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 16}
CommitmentTypelndication ::= SEQUENCE {
commitmentTypeld CommitmentTypeldentifier,
commitmentTypeQualifier SEQUENCE SIZE (1.. MAX) OF CommitmentTypeQualifier

OPTIONAL}
CommitmentTypeldentifier ::= OBJECT IDENTIFIER
CommitmentTypeQualifier :: = SEQUENCE /¢

commitmentQualifierld COMMITMENT-QUALIFIER. &.id,
qualifier COMMITMENT-QUALIFIER. & Qualifier OPTIONAL }
COMMITMENT-QUALIFIER ::= CLASS {
&.id OBJECT IDENTIFIER UNIQUE,
& Qualifier OPTIONAL }
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WITH SYNTAX {
COMMITMENT-QUALIFIER-ID &.id
[COMMITMENT-TYPE & Qualifier] }
id-cti-ets-proofOfOrigin OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 1}
id-cti-ets-proofOfReceipt OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 2}
id-cti-ets-proofOfDelivery OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 3}
id-cti-ets-proofOfSender OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 4}
id-cti-ets-proofOf Approval OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 5}
id-cti-ets-proofOfCreation OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti(6) 6}

-- Signer Location
id-aa-ets-signerlLocation OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 17}
SignerlLocation :: = SEQUENCE { -- at least one of the following shall be present
countryName [ 0] DirectoryString OPTIONAL,
-~ As used to name a Country in X. 500
localityName [ 1] DirectoryString OPTIONAL,
- As used to name a locality in X. 500
postalAdddress [ 2] PostalAddress OPTIONAL }
PostalAddress 1= SEQUENCE SIZE(1..6) OF DirectoryString

-- Signer Attributes
id-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 18}
SignerAttribute ::= SEQUENCE OF CHOICE {
claimedAttributes [0] ClaimedAttributes,
certifiedAttributes [ 1] CertifiedAttributes }
ClaimedAttributes ::= SEQUENCE OF Attribute
CertifiedAttributes .. = AttributeCertificate - As defined in X. 509 : see section 10. 3

-- Content Timestamp
id-aa-ets-contentTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 20}

ContentTimestamp:: = TimeStampToken

-- Validation Data
-- Signature Timestamp
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id-aa-signatureTimeStampToken OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 14}
SignatureTimeStampToken .= TimeStampToken

-- Complete Certificate Refs.

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 21}

CompleteCertificateRefs :: = SEQUENCE OF OtherCertID

-- Complete Revocation Refs
id-aa-ets-revocationRefs OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 22}
CompleteRevocationRefs i = SEQUENCE OF CrlOcspRef
CrlOcspRef i = SEQUENCE {
cerlids [0] CRLListID OPTIONAL,
ocspids [ 1] OespListID OPTIONAL,
otherRev [ 2] OtherRevRefs OPTIONAL
}
CRLListID ::= SEQUENCE {
crls SEQUENCE OF CrlValidatedID}
CrlValidatedID ::= SEQUENCE ({
crlHash OtherHash,
crlldentifier Crlldentifier OPTIONAL}
Crlldentifier ::= SEQUENCE {
crlissuer Name,
crllssuedTime UTCTime,
crlNumber INTEGER OPTIONAL
}
OcspListID = SEQUENCE {
ocspResponses SEQUENCE OF OcspResponsesID}
OcspResponsesID = SEQUENCE {
ocspldentifier Ocspldentifier,
ocspRepHash OtherHash OPTIONAL
}
Ocspldentifier :: = SEQUENCE ¢
ocspResponderID ResponderID, —- As in OCSP response data
producedAt GeneralizedTime -~ As in OCSP response data
}
OtherRevRefs :: = SEQUENCE {
otherRevRefType OTHER-REVOCATION-REF. &.id,
otherRevRefs SEQUENCE OF OTHER-REVOCATION-REF. & Type
}
OTHER-REVOCATION-REF ::= CLASS {
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& Type,

&.id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

WITH SYNTAX & Type ID &.id }

-~ Certificate Values

id-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 23}

CertificateValues ::= SEQUENCE OF Certificate

-- Certificate Revocation Values
id-aa-ets-revocationValues OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 24}
RevocationValues :: = SEQUENCE {
crlVals [0] SEQUENCE OF CertificateList OPTIONAL,
ocspVals [1] SEQUENCE OF BasicOCSPResponse OPTIONAL,
otherRevVals [2] OtherRevVals }
OtherRevVals :: = SEQUENCE {
otherRevValType OTHER-REVOCATION-VAL. &.id,
otherRevVals SEQUENCE OF OTHER-REVOCATION-REF. & Type
}
OTHER-REVOCATION-VAL .= CLASS {
& Type,
&.id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
WITH SYNTAX & Type ID &.id }

-- ES-C Timestamp

id-aa-ets-escTimeStamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 25)

ESCTimeStampToken .= TimeStampToken

-- Time-Stamped Certificates and CRLs

id-aa-ets-certCRLTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 26}

TimestampedCertsCRLs ::= TimeStampToken

-- Archive Timestamp

id-aa-ets-archiveTimestamp OBJECT IDENTIFIER ::= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 27)

ArchiveTimeStampToken ::= TimeStampToken

END -- ETS-ElectronicSignatureFormats-97Syntax
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AP LG AT S GB/T 16262, 1—2006 FLAE 145 45 HEWE (1) ASNL 1 %R,
ETS-ElectronicSignaturePolicies-97Syntax { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-mod(0) 8}

DEFINITIONS EXPLICIT TAGS (i=
BEGIN
-~ EXPORTS All -

IMPORTS

-- Internet X. 509 Public Key Infrastructure - Certificate and CRL Profile: RFC 2459
Certificate, AlgorithmIdentifier, Certificatel.ist, Name, GeneralNames, GeneralName,
DirectoryString, Attribute, AttributeTypeAndValue, AttributeType, AttributeValue,

PolicyInformation

FROM PKIX1Explicit93
{iso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-pkixl-explicit-88(1) }

-- S/MIME Object Identifier arcs used in the present document

-- S/MIME OID arc used in the present document

-~ id-smime OBJECT IDENTIFIER ::= { iso(1) member-body(2)
-- us(840) rsadsi(113549) pkes(1) pkes-9(9) 16 }

-- S/MIME Arcs

-~ id-mod OBJECT IDENTIFIER ::= { id-smime 0 }
-- modules

--id-ct OBJECT IDENTIFIER ::= { id-smime 1 }
-- content types

--id-aa OBJECT IDENTIFIER ::= { id-smime 2 }
-- attributes

--id-spq OBJECT IDENTIFIER ::= { id-smime 5 }
-- signature policy qualifier

-—id-cti OBJECT IDENTIFIER ::= { id-smime 6 }

-- commitment type identifier

-- Signature Policy Specification
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SignaturePolicy ::= SEQUENCE {
signPolicyHashAlg AlgorithmIdentifier,
signPolicylnfo SignPolicylnfo,
signPolicyHash SignPolicyHash OPTIONAL }
SignPolicyHash ::= OCTET STRING
SignPolicylnfo ::= SEQUENCE {
signPolicyldentifier SignPolicyld,
dateOflIssue GeneralizedTime,
policylssuerName PolicylssuerName,
fieldOfApplication FieldOfApplication,
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL
}
SignPolicyld ::= OBJECT IDENTIFIER
PolicylssuerName :: = GeneralNames
FieldOfApplication ::= DirectoryString
SignatureValidationPolicy ::= SEQUENCE {
signingPeriod SigningPeriod,
commonRules CommonRules,
commitmentRules CommitmentRules,
signPolExtensions SignPolExtensions OPTIONAL
}
SigningPeriod ::= SEQUENCE {
notBefore Generalized Time,
notAfter GeneralizedTime OPTIONAL |
CommonRules :: = SEQUENCE {
signerAndVeriferRules [ 0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [ 4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [ 5] SignPolExtensions OPTIONAL
}
CommitmentRules ::= SEQUENCE OF CommitmentRule
CommitmentRule ::= SEQUENCE ({
selCommitmentTypes SelectedCommitmentTypes,
signerAndVeriferRules [ 0] SignerAndVerifierRules OPTIONAL,
signingCertTrustCondition [1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL,
algorithmConstraintSet [ 4] AlgorithmConstraintSet OPTIONAL,
signPolExtensions [ 5] SignPolExtensions OPTIONAL
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}
SelectedCommitmentTypes ::= SEQUENCE OF CHOICE /{
empty NULL,
recognizedCommitmentType CommitmentType }
CommitmentType ::= SEQUENCE {
identifier CommitmentTypeldentifier,
fieldOfApplication [0] FieldOf Application OPTIONAL,
semantics [ 1] DirectoryString OPTIONAL }
SignerAndVerifierRules ::= SEQUENCE {
signerRules SignerRules,
verifierRules VerifierRules }
SignerRules ::= SEQUENCE {
externalSignedData BOOLEAN OPTIONAL,
-- True if signed data is external to CMS structure
-- False if signed data part of CMS structure
-- not present if either allowed
mandatedSignedAttr CMSAttrs, -- Mandated CMS signed attributes
mandatedUnsignedAttr CMSAttrs, -—— Mandated CMS unsigned attributed
mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly,
-- Mandated Certificate Reference
mandatedCertificateInfo [ 1] CertInfoReq DEFAULT none,
-- Mandated Certificate Info
signPolExtensions [ 2] SignPolExtensions OPTIONAL
}
CMSAttrs i = SEQUENCE OF OBJECT IDENTIFIER
CertRefReq ::= ENUMERATED /{
signerOnly (1), -- Only reference to signer cert mandated
fullPath (2)
-- References for full cert path up to a trust point required
}
CertlnfoReq ::= ENUMERATED ({
none (0), —- No mandatory requirements
signerOnly (1), -- Only reference to signer cert mandated
fullPath (2)
-- References for full cert path up to a trust point mandated
}
VerifierRules :: = SEQUENCE {
mandatedUnsignedAttr MandatedUnsignedAttr,
signPolExtensions SignPolExtensions OPTIONAL
}
MandatedUnsignedAttr .. = CMSAttrs -- Mandated CMS unsigned attributed
CertificateTrustTrees :: = SEQUENCE OF CertificateTrustPoint
CertificateTrustPoint ::= SEQUENCE (¢
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trustpoint Certificate, -~ self-signed certificate
pathLenConstraint [ 0] PathLenConstraint OPTIONAL,
acceptablePolicySet [ 1] AcceptablePolicySet OPTIONAL, -- If not present "any policy"
nameConstraints [ 2] NameConstraints OPTIONAL,
policyConstraints [ 3] PolicyConstraints OPTIONAL }
PathLenConstraint ::= INTEGER (0.. MAX)
AcceptablePolicySet ::= SEQUENCE OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER
NameConstraints «: = SEQUENCE (¢
permittedSubtrees [ 0] GeneralSubtrees OPTIONAL,
excludedSubtrees [ 1] GeneralSubtrees OPTIONAL }
GeneralSubtrees ::= SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree :: = SEQUENCE {
base GeneralName,
minimum [ 0] BaseDistance DEFAULT 0,
maximum [ 1] BaseDistance OPTIONAL }
BaseDistance .= INTEGER (0.. MAX)
PolicyConstraints ::= SEQUENCE ({
requireExplicitPolicy [ 0] SkipCerts OPTIONAL,
inhibitPolicyMapping [ 1] SkipCerts OPTIONAL }
SkipCerts ::= INTEGER (0.. MAX)
CertRevReq ::= SEQUENCE {
endCertRevReq RevReq,
caCerts [0] RevReq
}
RevReq ::= SEQUENCE {
enuRevReq EnuRevReq,
exRevReq SignPolExtensions OPTIONAL}
EnuRevReq ::= ENUMERATED ¢
clrCheck (0), -- Checks shall be made against current CRLs
-- (or authority revocation lists)
ocspCheck (1), -~ The revocation status shall be checked
-- using the Online Certificate Status Protocol (RFC 2450)
bothCheck (2), -- Both CRL and OCSP checks shall be carried out
eitherCheck (3), —— At least one of CRL or OCSP checks shall be carried out
noCheck (4), -- no check is mandated
other (5) -- Other mechanism as defined by signature policy extension
}
SigningCertTrustCondition ::= SEQUENCE {
signerTrustTrees CertificateTrustTrees,
signerRevReq CertRevReq
}
TimestampTrustCondition ::= SEQUENCE {
37
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ttsCertificate Trust Trees [ 0] Certificate TrustTrees OPTIONAL,
ttsRevReq [ 1] CertRevReq OPTIONAL,
ttsNameConstraints [ 2 ] NameConstraints OPTIONAL,
cautionPeriod [ 3] DeltaTime OPTIONAL,
signatureTimestampDelay [ 4 ] DeltaTime OPTIONAL }
DeltaTime ::= SEQUENCE ({
deltaSeconds INTEGER,
deltaMinutes INTEGER,
deltaHours INTEGER,
deltaDays INTEGER }
AttributeTrustCondition :: = SEQUENCE {
attributeMandated BOOLEAN, -- Attribute shall be present
howCertAttribute HowCertAttribute,
attrCertificate TrustTrees [ 0] Certificate TrustTrees OPTIONAL.,
attrRevReq [ 1] CertRevReq OPTIONAL,
attributeConstraints [ 2] AttributeConstraints OPTIONAL }
HowCertAttribute :: = ENUMERATED ¢
claimedAttribute (0),
certifiedAttribtes (1),
either (2) }
AttributeConstraints :: = SEQUENCE ¢{
attribute TypeConstarints [ 0] AttributeTypeConstraints OPTIONAL,
attributeValueConstarints [ 1] AttributeValueConstraints OPTIONAL }
AttributeTypeConstraints :: = SEQUENCE OF AttributeType
AttributeValueConstraints :: = SEQUENCE OF AttributeTypeAndValue
AlgorithmConstraintSet :: = SEQUENCE { -- Algorithm constrains on:
signerAlgorithmConstraints [0] AlgorithmConstraints OPTIONAL, -- signer
eeCertAlgorithmConstraints [ 1] AlgorithmConstraints OPTIONAL, -- issuer of end entity certs.
caCertAlgorithmConstraints [ 2] AlgorithmConstraints OPTIONAL, -- issuer of CA certificates
aaCertAlgorithmConstraints [ 3] AlgorithmConstraints OPTIONAL, -- Attribute Authority
tsaCertAlgorithmConstraints [4] AlgorithmConstraints OPTIONAL -- TimeStamping Authority
}
AlgorithmConstraints :: = SEQUENCE OF AlgAndlLength
AlgAndLength :: = SEQUENCE {
alglD OBJECT IDENTIFIER,
minKeyLength INTEGER OPTIONAL., -—- Minimum key length in bits
other SignPolExtensions OPTIONAL
}
SignPolExtensions ::= SEQUENCE OF SignPolExtn
SignPolExtn ::= SEQUENCE ({
extnID OBJECT IDENTIFIER,
extnValue OCTET STRING }

END -- ETS- ElectronicSignaturePolicies-97Syntax
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